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Abstract—Achieving enterprise security is a huge challenge,
which becomes much more challenging when cloud is added to
the mix, due to the multi-tenancy nature of cloud ecosystems.
Once we add the dimensions of the Internet of Things (IoT) and
Big Data, this problem becomes exponentially more complex. We
consider why this is so and highlight a number of key research
questions which have yet to be resolved. We seek to address the
problem by combining a number of emerging research techniques
which we and our collaborators have developed, in such a way
as to improve the chance of achieving a better level of security
and privacy for enterprises.

Index Terms—Enterprise security; Enterprise privacy; Cloud
security; Internet of Things; Big Data

I. INTRODUCTION

In previous work [1], we questioned why we keep making
enterprise security such a difficult challenge to achieve, and
concluded that there were a number of contributing factors.
We indicated that not enough attention was being paid to
the ever increasing complexity of enterprise systems and that
this led to unwarranted complacency developing in many
enterprises. Added to this, a considerable number of well
known flaws in the public face of enterprises — web services
— continued to be ignored, yet the simple steps to protect
against these weaknesses can often be very straightforward to
address. The constant quest for ever more sophisticated and
capable software, leads to ever more complex software, which
opens up the possibility of inadvertently introducing ever more
vulnerabilities into enterprise systems.

One might consider that these circumstances might induce
a pause for thought, an attempt to catch up with the need
to secure enterprise systems properly. However, this thought
is little more than wishful thinking: instead, we must now
also consider the addition of IoT and Big Data to this already
vulnerable mix. Some may perceive these as limited extensions
of already complex enterprise; we seek to raise the level
of concern and awareness of the significant implications of
expanding into these new zones.

While it is true to say they are extensions, such advances
are far from simple. They are additional complexities being
layered on top of already highly complex systems. This makes
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the job of proper enterprise security and privacy considerably
more difficult. While this, in itself, should be sufficient to gain
management attention, there is the unavoidable challenge of
ensuring enterprises meet legislative and regulatory require-
ments. Indeed, it may well be the privacy requirements of the
impending EU General Data Protection Regulation (GDPR)
that will focus the minds of any enterprise operating within
the EU, even with the smallest division, indeed especially with
the smallest division.

Our contribution from this paper is to help enterprises
become more aware of the pitfalls they face to security and
privacy from the the combination of cloud, IoT and Big Data.
We improve previous work in this area by combining the
strength of this work through the use of immutable database
technology with the work of collaborators to improve the
efficiency and effectiveness of the resulting solution, thus
improving the resilience to attack. The next stage in this work
is to combine these solutions into a comprehensive framework
to eliminate any possible weaknesses remaining. There is no
doubt this presents a significant further challenge and forms
part of our future work. The other contribution, which aligns
this work to the DAES 2017 workshop is to highlight the huge
potential threat from data breaches to enterprises in the light
of the forthcoming EU GDPR, which comes into effect in
May 2017. It will affect all enterprises who trade in the EU,
even to a small extend, and fines for breaches are potentially
catastrophic since they are based on the global turnover of
the enterprise from the previous financial year, not the EU
turnover only.

Thus we need to consider how the evolution of the busi-
ness environment constantly drives the change in enterprise
computing and we look at this in Section II. Once we have
covered how the evolution of the business environment is the
driving factor for technological change, we must look at the
specifics of IoT and Big Data to better understand the impact
on enterprise security and privacy. We address the IoT in
Section III, and Big Data in Section IV. Of course, we must
consider the cloud, and current weaknesses and unresolved
issues, which we carry out in Section V.



The rest of the paper is laid out as follows: in Section VI,
we ask why this matters. In Section VII, we consider how we
might approach resolving these issues, and in Section VIII,
we draw our conclusions and consider future research.

II. THE EVOLUTION OF THE BUSINESS ENVIRONMENT

It is usual to assume that the primary goal of an enterprise
is to maximise the return on shareholders’ investment. This
results in a continuous drive to improve the efficiency of the
organisation. Computing systems can play an ever increasing
part in achieving these objectives, but only if they are properly
developed, deployed and maintained. Many enterprises start
out as small businesses, often family owned, which grow
over time, until they can no longer be run by individuals, or
families, which then, following many others before them in the
development of the modern corporation, lead to professional
managers being appointed to run the business on behalf of the
owners (shareholders). These managers then seek to grow the
companies, and achieve this by a combination of continuing
re-investment and takeovers. Thus companies continue to
expand and the logical consequence is that computing systems
also need to evolve rapidly to keep up. Other things being
equal, companies with the best, biggest and fastest computing
systems may be expected to gain a competitive advantage over
their competition over time.

The fast evolving environment leads to continuous change,
and it is this change that drives the requirement for technologi-
cal change. As technology advances and systems become more
complex, control systems need to also develop to keep pace
with developments and changing risk. In previous work [2],
[3], we addressed the weaknesses in maintaining a proper audit
trail in a cloud environment, proposing an emerging solution to
this problem. Ensuring proper cloud forensics is also a major
unresolved challenge, although a number of our collaborators
[4], [5], have addressed this and proposed some solutions. This
area will doubtless require further work, and as we will see in
the following chapters, will impact on the further introduction
of IoT and Big Data.

III. THE IMPACT OF IOT ON ENTERPRISE SECURITY AND
PrRIVACY

The IoT took some time to really get started. After Tim
Berners-Lee proposed the World Wide Web in 1989, various
developments started to give more traction to the possibility
of the IoT. Kevin Ashton proposed the use of RFID technol-
ogy, [6], would lead to the development of a global RFID-
based item identification system called the Electronic Product
Code or EPC, which was intended to replace the universal
product code (UPC) bar code. Very little happened until 2007,
when Gantz et al., [7] forecast that the total of all global
electronic data collected would double every 18 months. 2008
saw the EU establish an international conference on the IoT,
and Cisco suggested that the IoT had now been born, as there
were now more connected devices to the internet than people.

Internet protocol version 4 (IPv4) had been projected to run
out of numbers some time around the end of the century, which

was one of the reasons that Kevin Ashton had been so keen
on the RFID approach. But, internet protocol version 6 (IPv6)
had been developed to address this issue, so there would no
longer be any practical limitation to the number of “things”
that could be connected to the internet, and this is why the
use of IP became the preferred route for IoT connection. By
this time, cloud computing was well evolved, and this helped
to provide even more traction for the development of the IoT.

Given the usual motivation for the development of computer
systems, where functional requirements often take precedence
over security and privacy concerns, it is not a surprise when
little thought is then given to the introduction of vulnerabilities
caused by using cheaply built “things” with little or no
security. Many of the “things” in use will often communicate
using Bluetooth, or wifi to pass on information to the main data
servers of the enterprise, often using cloud services to facilitate
this process. Little account is taken of the weaknesses present
in these systems, which leave the components open to hacking
by malicious outsiders.

These are not the only weaknesses. Any component of
a system which is connected via the internet is susceptible
to potential hacking attempts by malicious outside parties.
Sometimes the components are of low quality, with low levels
of system memory, often with well known vulnerabilities and
“back doors”.

The IoT also causes considerable potential growth in another
technology — Big Data: thus we also consider the impact of
big data on enterprise security and privacy in the next section.

IV. THE IMPACT OF BIG DATA ON ENTERPRISE SECURITY
AND PRIVACY

Big Data too, has been around a long time. Enterprises have
been collecting data at an ever increasing rate for decades.
For much of that time, the data has lain dormant due to
enterprises having no means of understanding or analysing
what it contains. With huge volumes of data increasing beyond
the storage capacity of individual computers, doing anything
with this amount of data was all but impossible.

Back in 2001, Doug Laney of Gartner [8], was first to
classify Big Data problems as the 3 Vs — namely Variety,
Velocity and Volume. He observed that data came in all shapes
and sizes, meaning storage and classification of all these
different data types would present an exceptionally difficult
challenge. The velocity at which enterprises produced and
accumulated data would also present a difficult challenge,
due to the continuously increasing rate at which data was
being collected. This would then compound the third issue
— volume. This ever expanding rate of creation of new data
would ultimately require to be stored somewhere. With data
volumes reaching the stage where no single computer could
contain them, this turned into a significant challenge.

Many years later, in 2012, IBM [9], added another issue to
the Gartner 3Vs — Veracity. They were concerned that this
collection of data would be worthless if veracity of the data
could not be maintained. Just when we thought there were no
more issues to contend with, Experian [10], added another



two issues — Vulnerability and Value. They realised that
such large collections of data would provide attractive targets
for attackers, as they realised that such data collections have
massive potential value to companies if they can unlock their
secrets. Obviously, the loss or compromise of such valuable
data collections would have a potentially catastrophic negative
impact on profits.

Both of these important technologies were very slow to
gain traction, and it was not until the development of Cloud
Computing that they really took off.

V. THE IMPACT OF CLOUD ON ENTERPRISE SECURITY
AND PRIVACY

Once cloud computing took off from around 2007 onwards,
cloud provided greater traction for both IoT and Big Data.
The nature of IoT is such that data may not be streamed at a
constant rate, thus leading to a need for on demand resources,
which cloud is perfectly placed to provision. Likewise, for Big
Data, there may be a huge amount of data being generated
which may exceed the capacity of in-house machines. Cloud
can be very quickly expanded to cope with any volume and
velocity of demand sought — a situation that cannot be
matched with in-house resources.

However, a decade ago, cloud itself was anything but secure
for enterprises, nor did it offer a satisfactory level of privacy.
Early research was targeted towards showing how efficient and
cost effective the technology was [11]-[13], although some
[14], were questioning if cloud computing was ready for the
mainstream yet. However, by 2010, there was a serious interest
developing in recognising, and dealing with, the security and
privacy implications of cloud [15]-[25], and this has continued
apace in the years since.

Ko et al., [26], suggest there needs to be more accountability
and audit-ability in cloud, with Almorsy et al., adding concern
about collaboration [27], and further improvements in cloud
architecture to improve security. Ruan et al., [28], highlight
a problem for cloud forensics due to the ever increasing
amounts of data being processed through cloud. The growing
concern for security was further highlighted by Grobauer et
al., [29], suggesting that companies need to be fully aware
of the vulnerabilities of cloud computing, and to deal with
them appropriately; Subashini and Kavitha [30], carrying out a
survey on known security issues; and Winkler [31], suggesting
we should take steps to make cloud architecture more secure.

The range of important security questions to be researched
and addressed seems almost endless. The list below seeks
to highlight some of the wide-ranging issues that require
awareness, monitoring or solutions:

¢ Chen and Zhao [32], consider data security and privacy
protection issues in cloud computing.

o Pearson et al., [33], express the need for cloud service
providers (CSP)s to provide better stewardship and ac-
countability for their services.

o Catteddu et al., [34], develop an accountability model for
cloud computing.

« Chang, Walters and Wills [35], develop a cloud comput-
ing business framework.

o Doelitzscher et al., [36], propose a neural network ap-
proach for detecting anomalous behaviour in cloud.

o Duncan, Pym and Whittington [37], develop a conceptual
framework for cloud security assurance.

o Pasquier, Shand and Bacon [38], propose information
flow control to improve security and privacy in cloud
situations.

« Pearson [39], proposes further work on privacy, security
and trust in cloud services.

« Prufer [40], considers how the cloud should be governed.

e Bacon et al., [41], propose information flow control for
secure cloud computing.

o Duncan and Whittington [42], consider whether manage-
ment approach can have an impact on cloud security and
suggest the adoption of stewardship theory can improve
security results.

« Rebollo et al., [43], carry out an empirical test on a case
study using their cloud computing information security
governance framework and find it to be useful in helping
organisations meet their security governance objectives.

« Singh et al., [44], suggest that as legal and regulatory is-
sues associated with the cloud become more pronounced,
it becomes more important to provide a means of identi-
fying data control through cloud systems.

o Chang, Kuo and Ramachandran [45], propose a multi-
layered security framework for business organisations.

e Duncan and Whittington [2], address the challenge of
maintaining a solid audit trail in cloud systems.

« Singh et al., [46], provide 20 suggestions to improve
cloud-supported IoT.

e Duncan and Whittington [3], propose the use of an
immutable database to ensure proper capture of a full
audit trail for cloud systems.

« Neovius and Duncan [47], propose an anomaly detection
process to provide soft security in cloud based accounting
systems.

« Tobin et al., [5], propose a one-time pad generator for
personalising cloud security.

e Weir and Amuth [4], propose new forensic strategies
using system calls to ensure a proper forensic trail may
be maintained.

By 2014, this academic concern was matched by over 30
organisations working on cloud security and privacy standards.
Yet there is still no comprehensive standard in operation in
2017 [48]. The EU is one of many regulatory organisations
concerned about cloud security and privacy issues. The EUs
Article 29 data protection working party [49], carried out a
thorough analysis of cloud computing, from a data protection
perspective, with particular emphasis on security and privacy
issues in the cloud. Hon, Hornle and Millard [50], address the
jurisdiction of EU data privacy concerns. The implications of
regulatory behaviour are also addressed by academics with,
for example, Bernsmed et al., [51], considering accountability
obligations when deploying medical sensor networks in EU



jurisdictions and Hon et al., [52], addressing the likely impact
of proposed EU data protection regulation on cloud computing.
With a broader perspective Hon et al, [53], address the policy,
legal and regulatory implications of an EU-only cloud.

There has been such a plethora of security and privacy re-
search carried out, especially based on technical solutions, that
there is a consensus that there has been such an improvement
in cloud security and privacy, that there is likely to be a greater
danger from people-based attacks rather than from technical
weaknesses. While there is a great deal of truth in tat thought,
there is no doubt that attackers continue to probe cloud systems
for technical weaknesses, which means there is little scope to
breath easy on this front. It is also the case that the ease with
which full forensic trails can be attacked, and destroyed, in
cloud systems remains a worrying concern.

VI. WHY DOES THIS MATTER?

By looking at the previous sections, we can start to get
an idea of the magnitude of the challenge. Cyber security is
not a trivial exercise. In the cloud, the challenge increases
exponentially. IoT and Bid Data simply add additional layers
of complexity to this already highly complex challenge. When
we consider that a great many enterprises are already heavily
committed to the use of cloud-based IoT systems and Big
Data, we can start to get a sense of the enormity of the
challenge.

Then, there is the forthcoming EU GDPR legislation, which
will come into force in May 2018. Why would this matter?
There is a very good reason why this would matter. Every
company that trades in the EU will be subject to the privacy
provisions of this legislation, or rather the resulting punitive
fines for breach of these privacy provisions. One of the most
challenging aspects of this legislation will be the requirement
to report any privacy breach within 72 hours of its occurrence.
In 2012, Trustwave [54], were reporting an industry average of
6 months between breach and discovery, with most discoveries
made by external parties. The latest report from Infocyte [55],
suggests that the global average is 146 days. The Verizon 2017
[56], report confirms the gap between breach and discovery.

But why does this matter? Remember the EU GDPR? With
a requirement to report a breach within 72 hours, this means
the average enterprise will be breaking the law without even
trying. Fines for a first offence can be as high as 10 million
Euros or 2% of global turnover. Since few enterprises will be
in a position to catch a security breach within 72 hours, let
alone report it in time, there are likely to be a lot of fines
levied. Latest estimates suggest over 5 billion Euros for the
big UK banks alone within the first year.

VII. How Do WE ADDRESS THIS PROBLEM?

Enterprises need to recognise a number of points. First,
cloud computing is not yet guaranteed secure, nor can it
guarantee privacy. Second, the IoT is riddled with insecurities
and there are also weaknesses in communication which need
to be addressed. Third, Big Data can be considered inher-
ently insecure due the fact that it is database-based, and is

therefore subject to all the existing security vulnerabilities of
conventional enterprise database systems. Added to this, these
database systems are hosted on cloud systems which cannot
be guaranteed to provide adequate security and privacy.

One of the major obstacles yet to be fully resolved for cloud
is the ease with which an attacker can delete any forensic
evidence contained in cloud systems. This also pertains to
audit trail data. Due to the multi-tenancy nature of cloud, there
are far more people who can access enterprise data than most
enterprises would care to believe, with many of these coming
from within the cloud ecosystem itself. The high complexity
of cloud systems, especially when linked with IoT and Big
Data, means that configuring these systems securely is a far
greater challenge than ever before.

Performing cloud encryption properly also represents an-
other significant challenge. Some enterprises are still in the
habit of leaving encryption keys on cloud servers “to make it
easier to identify and query cloud data”, which completely
undermines the point of encryption. There are plenty of
solutions to this problem which are readily available to allow
this major risk to be eliminated.

Social engineering remains a growing concern for enter-
prises. With cloud systems becoming more technically secure,
attackers use alternative means of attack. Social engineering
is a long used part of their armoury and they keep using it
because it works! Enterprises would do well to recognise this
fact of life and carry out regular training on this insidious, yet
successful, practice.

An obvious conclusion to be drawn from the security breach
reports into the long time gap between breach and discovery,
would be that many enterprises are failing to monitor their
systems properly. The security breach reports also indicate that
there can be some time between compromise and effecting the
ex-filtration of data. This would also provide some evidence
to support the idea that many enterprises are failing to monitor
their systems properly, as forensic evidence would be left at
this stage. Clearly, the ease with which this evidence can be
erased from cloud systems is a major concern, but failing to
monitor systems properly is every bit as damaging as handing
the keys to the attacker would be.

Cloud is a web-based resource. There are a great many
known vulnerabilities in web systems, and in database systems
in particular. The Open Web Application Security Project
(OWASP) [57], is an online community producing reports
and security recommendations for a variety of web-based
architectures, including cloud, mobile computing and IoT.
They regularly produce a Top Ten list of the most dangerous
vulnerabilities in each category. They produce full lists of
all vulnerabilities and also provide good advice on how to
mitigate each vulnerability. In addition, they also offer free
software tools to test for various vulnerabilities.

We would recommend any enterprise wishing to alleviate
the risk of attack on their cloud/IoT/Big Data systems should
consider our Top Ten recommendations as appropriate or
required:

If you are not monitoring your systems, there is no way that



Step  Action
1 Set up a comprehensive live monitoring system
2 Test all current systems for vulnerabilities
3 Check all IoT systems for weaknesses
4 Install all necessary mitigation steps
5 Set up an audit trail immutable database
6 Set up a forensic trail monitoring system
7 Ensure encrypted systems are securely installed
8 Train all staff to be aware of social engineering
9 Train all staff to be aware of email weaknesses
10 Ensure security updates are installed on time

TABLE I: Our Top Ten Security Recommendations
(©Duncan and Whittington 2017

you can pick up what is happening day by day. A regular test
for potential vulnerabilities in all your systems is a good way
to keep up with the changing threat environment. Your systems
might be fine today, but next week, next month or next year,
there may be new vulnerabilities which can cause your secure
systems to become vulnerable again. There are many known
weaknesses in IoT systems. Enterprises need to check every
single component, embedded, mobile or otherwise to ensure
they do not contain any known vulnerabilities.

Utilising the advice of an organisation like OWASP can
be an inexpensive route to improved security. Much of their
advice is common sense, although that is not always in
abundance in enterprise systems. We seek to incorporate some
emerging technology to address the issues of ensuring a
proper audit trail is achieved through the use of an immutable
database, as a good way to secure accounting systems in the
cloud, but this approach can also be adapted to any other
system using a database back end, including all system calls,
see [3].

We also seek to include the work of our collaborators
to ensure a proper forensic trail monitoring system [4], [5],
can be achieved, especially in conjunction with an immutable
database, which will provide the prospect of retaining a high
level of forensic evidence in the event of a security breach.

When encrypted systems are used, it is vital that they are
properly configured. Leaving the keys for all comers on cloud
instances is an elementary error. It is essential that these
systems are also protected for both audit trail and forensic
record purposes.

Two of the most successful attacks on staff are social
engineering and email exploits. These attacks are well known
and have been successfully deployed for decades. No modern
enterprise should allow themselves to be victims to these well
worn attack vectors.

While it would appear to be a case of “stating the obvious”,
a great many security breaches have been made possible by
the very action of failing to update security patches. Excuses
like “Oh, I do them all together”, or “I don’t do them, because
it always upsets the smooth running of our software”, do not
cut it. A great many attackers spend all their time prowling
the internet just to find enterprises like that.

Covering all the bases is likely to be both expensive and
time consuming. Financial audit has developed techniques

that seek to balance risk and effort with some additional
random checking. Such an approach is effectively playing for a
deliberate mix of achieve-ability and risk reduction. Of course,
this would always need to be confidential as it would otherwise
be ineffective.

VIII. CONCLUSIONS

We make the point that there are currently no comprehen-
sive solutions for cloud computing security and privacy, and
especially where IoT and Big Data are included.

While the measures we suggest will help to provide a
short term solution for an enterprise, it is clearly far from
satisfactory. Most software systems can trace their ancestry
back to the times of pre-internet early enterprise systems. Here,
the focus was on usability, not on security nor privacy.

When it comes to software implementations, enterprises
would do well to learn the lessons of separation of duties,
both for staff, process and technology, particularly in the case
of audit trail logging.

The approach of the EU to fine breaches not reported within
a very tight time frame might push companies and organ-
isations to implement systems that are less about stopping
invasive actions, but flash the equivalent of a blue light very
soon after their occurrence. A nightly integrity routine might
be one such measure.

As to the development of new software, there is a clear
need to develop secure software systems from the ground up,
rather than try to add security to an already complex piece of
software as an afterthought. There is no doubt that there is a
place for the development of an immutable database system,
which would be particularly suitable for system logging and
would be especially useful for deployment in accounting
systems. And, of course, ensuring as full a forensic trail as
can be retained is vital to establish who breached your systems
and how they got in, so that you can ensure it does not happen
again.

We strongly believe there is a pressing need to find a
solution to this problem, and while our proposals present a
pragmatic approach to improve matters at this time, further
work needs to be done to enhance the resilience of this
technology to serious attack.
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