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Abstract—In the current business climate, there is an ever growing
need for companies to comply with a range of legislation,
regulation and standards. There is also a need for companies
to be transparent in demonstrating that they are in compliance
and due to the nature of certain cloud weaknesses, this can prove
to be problematic. Given the potential magnitude of fines for non-
compliance, there is a strong incentive for companies to be able to
clearly demonstrate full compliance. In this paper, we investigate
what these challenges are, and suggest a means to resolve these
issues so that cloud users stand a better chance of achieving
compliance and reducing the risk of exposure to huge fines.

Keywords—Risk management; Cloud vulnerabilities; GDPR com-
pliance.

I. INTRODUCTION

It is very much the case today that all computing systems
are continuously under attack. Due to the multi-tenancy nature
of cloud computing, this presents additional challenges with
respect to achieving a good level of security and privacy for
all cloud users. Of course this is not the only challenge they
face. Over and above the need to achieve and maintain a high
level of security and privacy for good business reasons, there
is an additional requirement that most are subject to. That
requirement stems from the need to be transparent to a range of
legislative, regulatory and standards bodies, depending on the
industry in which they operate. This requirement is usually
satisfied by achieving compliance with the legislation and
regulatory rules they must comply with in order to provide
assurance to the relevant regulators.

We have seen some change in these areas over recent years.
For example, with the ISO Security Standards in the ISO 27000
series, they have quietly been effecting a shift away from the
old “Plan, Do, Check, Act” approach to a new risk based
approach. This seeks to better understand the risks faced by
users wishing to adopt the standards in order to ensure they
adopt the right mitigatory approaches, or at least understand
better the risks they face and are prepared to accept. The
Cloud Security Alliance (CSA) has long being identifying and
recording all cloud vulnerabilities and has been recommending
technical solutions, but now also provide an identification of
both the risk faced, as well as the potential impact that a breach
might have on the company.

Regulatory authorities have been evolving in the range
and scope of regulations being implemented across the globe,
and the new EU General Data Protection Regulation (GDPR),
which became live on 26 May 2018, now has some serious
teeth to ensure compliance by all companies who fall under
its scope.

There are already a huge range of legislative Acts, which
have been passed across the globe in different jurisdictions
to try to safeguard shareholders and other stakeholders from

the effects of losses arising from poor security. While many of
these are outdated when considering their effectiveness against
cloud issues, there is no doubt that many are going through
an updating process, and there are many more new pieces
of legislation in the pipeline. Many governments are reactive,
rather than proactive, so are often running behind the evolution
of technology.

In Section II, we consider a number of legislative, reg-
ulatory and standards compliance requirements to provide a
flavour of the scale of the problem faced by cloud users, while
in Section III, we consider what kind of challenges are faced
by cloud users when seeking to achieve compliance with these
requirements. In Section IV, we consider how to address these
challenges, and how best to attempt to mitigate the substantial
risks cloud users face. In Section V, we discuss our findings,
and in Section VI, presents our conclusions.

II. COMPLIANCE REQUIREMENTS (LEGISLATION,
REGULATION, STANDARDS)

Legislation, Regulation and Standards — are they not all
the same? The answer to that is no, they are not. We will
use the UK to illustrate the differences. Legislation comes
from Acts of Parliament, which are passed by Government
to ensure behaviour across society as a whole is controlled on
pain of penalty, to ensure the country is run properly and that
all citizens and companies behave in an appropriate manner.

Legislation can include criminal proceedings for the worst
cases, which can include large fines and even jail sentences.
This can cover the behaviour of citizens, companies, indeed
even other countries who might have belligerent intent. There
will also be legislation to organise how government will
perform certain duties, such as the Taxes Acts, which are
regularly updated to reflect the changing resource needs of
the country as a whole. Compliance is mandatory under force
of law.

Regulation has long been used for the control of regu-
lated industries, such as accounting and audit, advertising,
agriculture, charities, competition and markets authority, direct
marketing authority, education, engineering council, environ-
ment agencies, equality and human rights commission, film
classification, financial industries, including banks, insurance,
investments and so on, food production, forensic science,
fundraising, gambling commission, gaming board, gangmas-
ters licensing authority, health, information commissioners
office, legal system, other professional organisations, plan-
ning inspectorate, press regulation, Scottish housing regulator,
security industry authority, social care, transport, such as
air, rail, road and sea transportation and, utilities, such as
power generation, petroleum, oil and gas, water and sewage
industries.



For each of these industries, regulators were appointed
under statute to oversee the industry, and were granted certain
powers to ensure each industry behaved in an appropriate way.
Some had very little power, relying instead on companies
“doing the right thing” rather than using enforcement. Of
course in many cases it became necessary to have additional
powers to ensure proper compliance with the regulations in
place. Sometimes the regulator can only suggest a course of
action, sometimes they have the right to levy sanctions and
fines, and in worst cases, can withdraw the license for the
company to operate within that regulated industry. Compliance
is mandatory under the terms of the regulations, which are
implemented under the guidance of the regulator.

Standard setting has been around a very long time. It is
intended to provide a blueprint for, in this case, companies
to carry out processes and activities to a common standard
agreed by all to adhere to. Compliance is nowadays a voluntary
process. The incentive for companies to adhere to common
standards is that where large companies are compliant, there
is a knock on impact to the supply chain, which encourages
them to be compliant in order to gain business contracts from
the larger companies. The gain for the larger companies is
that they can trade easily with their peers, and where smaller
companies in the supply chain are also compliant, the large
compliant company gains better comfort in doing business with
the smaller companies, leading to a win win situation for all
who become compliant. This is usually also good news for
the customer, since such compliant companies usually always
perform to a much higher standard than those who are not
compliant.

There is also the possibility of compliance being required
with industry best practice. Some industries have set up their
own body to conduct research into providing ‘best practice’
guidelines for all industry members. In this way, the industry
can be seen to be transparent in its approach to ensuring all
industry body members adhere to high standards of behaviour.

For some companies, this means they will face a raft of
compliance requirements across a broad range of legislation,
regulation, standards and best practice requirements. This
means they will require to implement a means of tracking
their compliance with each measure. This will be an ongoing
requirement.

Of course, all these compliance challenges will not only
be restricted to business issues relating to the industry within
which they operate. Nowadays, there is a huge increase of com-
pliance requirements arising from business use of computer
systems, and in particular the storing of sensitive information,
or data.

If we consider the security and privacy of data, then com-
pliance in the UK would be required with the Data Protection
Act, the EU GDPR, and possibly the ISO/IEC 27000 series
of standards, and perhaps even industry standards, such as the
PCI/DSS industry standard for online payment systems.

Compliance with each will be mandatory. Penalties for non-
compliance can be significant. In a recent breach of privacy,
the Information Commissioners Office (ICO) — the regulatory
body for the UK, fined Newham Council in London £145,000
for a privacy breach of a small amount of data on 203
individuals whose un-redacted data records, collected by the
Metropolitan Police legally in their fight against crime, was

distributed by the council to 44 groups in contravention of the
Data Protection Act . The French GDPR regulator recently
fined Google $57 million for lack of transparency on giving
clear instructions to new users on what they are signing up for.

The impact of a compliance breach of the ISO/IEC 27000
series will be more subtle. If compliance cannot be maintained,
then the company may not use the ISO/IEC 27000 compliance
logo on all their stationary and websites. The impact from this
will be that other ISO/IEC 27000 compliant companies, will
be less inclined to trade with such a company, which could
result in the loss of significant revenues over time. A breach
of say the PCI/DSS industry standard could in a worst case
result in that company having the ability to accept payment
cards to collect cash from customers withdrawn, resulting in
a potential adverse impact on cash flow.

III. CLouD COMPLIANCE CHALLENGES

Computer systems are continuously under attack, and cloud
systems are no exception. No computer system is immune to
attack, and that is certainly the case for cloud systems. During
the past decade, a great many research papers, such as [1]-
[14], have made many suggestions, which have improved the
level of security and privacy offered in cloud systems. Despite
these efforts, no complete solutions have yet been found to
resolve the cloud forensic problem.

After an attacker breaches a cloud system, gaining even
a small foothold, and becoming an intruder, their next task
is usually to try to escalate privileges until they can access
and modify, or delete, the forensic log trail to hide all trace
of their incursion into the system. This gives them the means
to dig deep in order to retain a long term foothold within the
system, which allows them to help themselves to whatever data
they wish over time. Their primary goal is to achieve this as
quickly as they possibly can. They are often able to achieve
this task within a very short time frame. This presents a major
compliance challenge.

These attackers and intruders are often aided by the lack
of scrutiny of server logs evident in many corporate systems.
Often, companies neither retain records of which database
records have been accessed, nor by whom. This means that
once breached, the company will no longer have the ability
to understand which records have been accessed, copied,
modified, deleted or ex-filtrated from the system, meaning they
will be unable to report this incursion to the necessary people
or authorities. This will result in an immediate state of non-
compliance with the GDPR, resulting in a potential exposure
to sanctions or fines. In order to achieve compliance with the
GDPR, companies must be able to report a breach within 72
hours of discovery.

Globally, the average time for all companies between
breach and discovery in 2012 was an average of 6 months [15]
[16]. This had improved to some 4 weeks by 2016 [17] — still
far short of what is needed to understand what has been going
on with the intruders while they were undiscovered. However,
because the EU changed the requirement to report from within
72 hours of breach arising, to within 72 hours of discovery
of the breach, companies stopped trying so hard, resulting
in time between breach and discovery in 2017 returning to
almost as high as 2012 levels, at just under 6 months [18]. This
relaxation misses the point that the longer an intruder remains
in a system undetected, the more damage or harm they can



cause. Considering the fact that encryption is not a requirement
of the GDPR, then in a case where a company chooses not to
encrypt, the damage caused by undetected mass leakage will
very much mean there will be little leeway to claim mitigation
when it comes to the eventual inevitable fine by the regulator.

When a company uses cloud, and particularly, where any
Internet of Things (IoT) use is included, this raises the question
as to just how feasible compliance might really be. Compliance
within such a tight time schedule could be all but impossible.
Where a company using cloud is breached, and particularly
where no special arrangements to ensure the safety of forensic
and audit trail data has been made, the 72 hour deadline
is moot. With no means of knowing that the company has
been breached, there will be nothing to report, exposing the
company to huge potential fines. Naturally, ignorance of the
fact that a breach has arisen will not be accepted as a mitigatory
factor. Once discovery eventually does occur, usually through
third party sources, there will be no prospect of ever finding
out precisely which records have been compromised, as once
they are gone, the forensic and audit trails are gone forever.

In the case where a company uses loT devices, this
can present additional security issues. Most IoT devices are
cheaply made, with minimal resources, and frequently with
insufficient or no security. The biggest issue is not really the
loss of the IoT device data, rather it is the fact that a skilled
intruder can easily leverage these compromised devices to gain
access to other more sensitive systems. Bear in mind that the
Mirai virus started as a simple attack on individual IoT devices,
which progressed to seeking out and leveraging other higher
powered devices at scale to perpetrate massive Distributed
Denial of Service (DDoS) attacks, and from there, once Mirai
had been ported to be able to attack Windows machines, to then
penetrate sensitive PC networks. Thus, any company utilising
IoT devices will have a range of additional compliance risks
to face. We do not specifically address the IoT issues here, but
recognise that any company using any IoT devices must take
special measures to ensure GDPR compliance can be achieved.

Of course, there are additional vulnerabilities to consider.
The business architecture of a company comprises a combi-
nation of people, process and technology [15], not technology
alone. It will be no surprise to learn that attackers have devel-
oped approaches to attack each of these three elements of the
business architecture. People attacks are generally undertaken
through social engineering attacks, which while often relatively
simple to perpetrate, are frequently very successful. Attacks on
business processes have become more of a problem, and this
has been recognised by the Open Web Application Security
Project (OWASP) [19]. They regularly identify weaknesses in
web based systems, mobile systems, cloud systems and IoT
systems. They recommend techniques to mitigate these weak-
nesses. Naturally, there are a great many attacks perpetrated on
the technology of businesses, and the Cloud Security Alliance
(CSA) [20] also maintain a full list of these attacks, what to
do to mitigate them, what the likely impact might be and thus,
how serious the effect on the company.

Every company that does not take special measures to
safeguard their forensic and audit trail data will be at much
greater risk of becoming non-compliant, thus exposing them
to the inevitable breach occurring, leading to the possibility of
huge fines. Their ability to discover that a breach has occurred,
will be very slim indeed. In the event that they do discover

the breach, they would struggle to understand what they need
to report. This is very likely to be a factor in raising the level
of the fine to which they would be liable.

There is no doubt that the longer an intruder remains hidden
inside a company system, the more damage they are likely to
be able to carry out. Where the company is unable to discover
the breach within 72 hours of occurrence, it is highly unlikely
that they will ever be in a position to discover the breach,
let alone understand which records have been compromised.
With no forensic or audit trails to follow, it will be completely
impossible to determine what to report. However, as will
inevitably happen, the breach becomes public knowledge, at
which point, the regulator will become involved. If it can be
shown that the company was negligent in its approach to safe-
guarding this Personally Identifiable Information (PII) of data
subjects, the penalties will doubtless be significant. There is no
requirement specified in the GDPR to encrypt data. However,
there is certainly a very strong recommendation that this should
happen, and within a reasonable time. The regulation also
suggests that encryption and decryption keys should not be
stored on the cloud instance. Failure to implement encryption
properly will certainly lead to stiffer fines in the event of a
breach.

Thus, we need to consider addressing the following risk
areas:

e  Credit Risk
e Liquidity Risk
e  Market Risk
e  Operational Risk

o Cloud Operational Risk
Cloud Forensic Problem Risk
IoT Operational Risk
Monitoring Failure Risk
No Encryption Risk
Business Architecture Risk
= People Risk
= Process Risk
= Technology Risk

O O O O O

Thus, in the next section, we shall take a look at how cloud
users should address these risks, and will consider whether this
will be adequate for cloud compliance with the GDPR.

IV. HoOw TO ADDRESS AND MITIGATE CLOUD
COMPLIANCE RISKS

Taking a risk based approach is an excellent way to
identify potential exposure to risks. This requires the proper
identification of the risks faced by the business, the probability
of the risk materialising, the cost of mitigation against the
financial impact should the risk materialise. Identifying and
recognising all the relevant areas of potential exposure is the
first step in the process. Companies do not necessarily have to
mitigate every risk, as they might choose to accept any risk if
they believe the have the appetite to do so. We can see that
there will now be a considerable number of categories of risk
to address. We will consider each in turn, with our suggestions
on what should be done to ensure compliance.

1 Credit Risk Credit risk is more frequently an issue in
financial institutions where banks, for example, lend money
to companies and individuals. Credit risk is the risk that



the borrower will default on their payment. However, all
companies provide lending to their customers in the form
of trade accounts, which offer credit terms, with many using
cloud based accounting systems, and this can add an additional
element of risk to the equation. In addition, where the customer
is an EU resident, the company is required to achieve GDPR
compliance. Also, many companies provide loans to other
companies when they have a huge cash surplus, as they can
often obtain far greater rates of return than currently on offer
from their banks.

2 Liquidity Risk Liquidity risk is the risk that a company
or bank may be unable to meet short term financial demands,
otherwise known as ‘running out of money.’ This can arise
due to the difficulty of converting some security or hard
asset into cash, from poor management of debtors, or over-
extending through poor cash management. There can be many
other factors which can cause this risk, but the effects can be
catastrophic.

3 Market Risk Market risk is more frequently seen in
financial institutions, where banks, for example, experience
losses due to failings in the overall performance of the financial
markets in which they are involved. Companies may also
experience losses due to the way they make both short term
and longer term investments of surplus business funds.

4 Operational Risk This area generally addresses all
remaining risks and it is clear that the risks in this area are
growing significantly.

4.1 Cloud Operational Risk

e 4.1.1 CSP Risk The use of market leading, expe-
rienced cloud service providers familiar with legal
and regulatory requirements for safeguarding customer
data and other sensitive data;

e 4.1.2 Backup and Recovery Risk Backup, redun-
dancy, and recovery are at the core of the decision
to use an outsourcing vendor with highly redundant
and resilient data centres designed for mission-critical
applications;

e 4.1.3 Internal Control Risk Internal controls and
security processes must ensure customer information
is appropriately segregated and protected by industry-
standard compliance policies;

e 4.14 CSP Hardware Environment Risk Leading
cloud providers continuously improve their hardware
environments to ensure the latest versions of oper-
ating systems are installed and use agile software
development to deploy feature/function releases on an
accelerated basis;

e 4.1.5 Tailored Cloud Deployment Risk The use
of tailored cloud deployment options to meet your
specific needs including private clouds solely deployed
on your behalf, or a hybrid cloud consisting of shared
hardware but segregated data storage would be a
prudent move;

e 4.1.6 IT Outsourcing Risk Outsourcing portions of
your information technology infrastructure can free up
internal IT resources to focus on strategic initiatives
and new product development;

e 4.1.7 Financial Services Risk Providers with financial
services domain expertise reduce complexity and risk

for Financial Institutions with their extensive knowl-
edge of global standards, communications protocols
and file formats;

4.1.6 CSP Global Support Center Risk Cloud
providers with global support centres can provide
24 x 7 support in multiple languages, ensuring your
international clients and regional offices have access
to the support resources required as problems arise.

4.2 Cloud Forensic Problem Risk This is a huge
potential problem unless special arrangements are in
place, e.g., a secure forensic and audit trail is main-
tained using a high security immutable database [21]—
[24], and examination of all system access requests to
determine the authority of all users to have authorised
access to the system. Use of intrusion detection and
authentication technology to automate the monitoring
for attack attempts is also necessary [25];

4.3 IoT Operational Risk IoT devices used for any
purpose by cloud users present a considerable risk,
mainly due to the often cheaply made devices with
little or no security, often vulnerable to the Mirai virus,
which can allow attackers to gain access to systems
and to further compromise the main PC and server
network due to the porting of the Mirai virus to be
able to attack Windows computers [26][18];

4.4 Monitoring Failure Risk We need to understand
the 5 Ws — Who, from Where, When did they access
the database, What did they see, modify, delete or
exfiltrate from the system [27][28]? This allows us
to infer the Why so that we can understand their
motivation. Simple monitoring and analysis of system
logs will go a long way to mitigate the well known ex-
ploits currently in active use by attackers [24]. Some,
like [29]-[31] propose the use of data provenance to
ensure the integrity of data, with others proposing
a new method of cloud forensic audit to assure the
provenance of the data [32];

4.5 No Encryption Risk Encryption is a good thing
to consider [33], but there are caveats — first, the
encryption and de-cryption keys must not be kept on
the cloud instance. The encryption should be carried
out offline in the cloud users’ own systems before
being transferred to cloud. Done properly, this can
provide serious mitigation to the new EU GDPR fine
levels, because if an intruder does get into the cloud
system, all they get is meaningless data. With strong
levels of encryption, it becomes practically impossible
to crack [34] (of course, all this could change with
the development and evolution of quantum comput-
ing, although there is little doubt that once quantum
computing becomes an everyday reality that CSPs will
introduce quantum cloud to address this issue).

4.6 Business Architecture Risk

o  4.6.1 People Risk People are generally seen as
the weakest link in any company, and are par-
ticularly prone to social engineering attacks.
The company needs to keep abreast of these
attacks and ensure all people in the company
are regularly trained to understand the risks.



o 4.6.2 Process Risk Processes are often well
documented, but also can be woefully out of
date. Attackers know to exploit these areas,
sometimes in conjunction with social engi-
neering attacks. OWASP are taking a more
informed view of dealing with these kinds of
attacks.

o  4.6.3 Technology Risk This is where compa-
nies are exposed to highly technical attacks.
The CSA has done some good work on iden-
tifying these risks, as well as offering good
strategies to mitigate the risks.

Many of these issues have been around for many years. In
2011, NASA [35] were one of the early organisations to recom-
mend using a risk based approach for identifying, recognising
and dealing effectively with operational risk, particularly where
complex IT systems are in use.

Failure to deal properly with the above risks could lead to
very serious compliance breaches, which can trigger punitive
levels of the fines imposed by the regulator. However, these
risks can generate further risks in regard to business diminu-
tion; loss of share value; reputational damage risk; an emerging
era of potentially serious regulatory fines, the serious expense
of forensic investigations after a breach, and the impact on
business continuity.

V. DISCUSSION

As is now becoming clear, GDPR compliance will be far
from easy to achieve, and for cloud this will be especially
problematic and challenging. For a great many organisations,
the GDPR brings a great many risks to bear when considering
compliance with the GDPR. They come from a great range
of sources, and the biggest risk of all is likely to come in the
form of failure to recognise just how important it is to identify
and mitigate these risks properly.

There are a great many companies will not be able to
recognise these risks, particularly where they do not have the
financial clout to provide the right level of expertise. The result
is that they will be even more exposed than those who do have
the means to recognise and address these risks. There can be
no doubt that these risks are significant, and potentially devas-
tating for the company should they fail to achieve compliance
with the GDPR. A law firm, Cleary Gottlieb [36], provide a
GDPR watch service, where they try to clarify how successful
breaches might be dealt with.

We hope this paper might provide them with a starting
point to consider what is required to achieve compliance, and
what the implications might be for compliance failure. The
steps outlined here are straightforward to implement. The most
important point being that in order to deal with a risk, the
company must first recognise the risk, and in order to do that,
must have an understanding of what these risks are and how
they might go about mitigating the potential impact of these
risks.

Companies will need to carry out some serious testing
in order to find a satisfactory equilibrium between security,
privacy, performance, reliability, accessibility and the account-
ability we require for GDPR compliance. We plan to conduct
a pilot case study on how the technical aspects might be
implemented in order to meet all the required goals to ensure

compliance can be achieved. This will run around a miniature
cloud system, offering both cloud-based and non-cloud based
systems to assess what the optimum configuration might be.
This will allow us to ascertain how well the cloud-based
solution can match the capability of the non-cloud based
system, after taking into account the impact of the cloud
forensic problem.

VI. CONCLUSION

For any company using cloud, it is clear that it will prove
impossible to achieve compliance with the GDPR in the event
of a security breach where they have not at least dealt properly
with the as yet unresolved, cloud forensic problem. Claiming
ignorance of this problem following a cyber breach will not
be sufficient grounds for mitigation of the fine by the regulator
after the fact. It will certainly be too late by then. Thus, cloud
users who must be compliant with the GDPR will have to take
steps now to be thoroughly prepared ahead of time.

We have looked at traditional cloud operational risks and
the new risks relating to coping with these unresolved problems
and discussed how to go about resolving them, using wherever
possible simple, yet effective, approaches to ensure a robust
solution that will be both easy to implement and easy to
maintain. By this means, we can eliminate a large amount of
the risk. We accept that all risk will not be entirely removed,
but there is the possibility to make a significant reduction in
risk levels involved. More importantly, it will be possible to
demonstrate a high level of compliance with the GDPR to the
regulator in the event of breach arising.

Implementing these proposals should ensure that a healthy
level of compliance can be achieved, without the need for ex-
pensive, complex solutions that could prove highly expensive
to implement and maintain.
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